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Abstract – Mobile Ad-hoc networks (MANET) are more 

defenseless against security violations in many circumstances. 

This is undesirable due to their communication channel being 

wireless and the co-operative nature of the nodes forming a 

network. Attacks can be classified into many types based on the 

process and behavior. But the attacks generally fall under one of 

the following categories: Black hole attack, node isolation attack, 

Flooding attack, Wormhole attack, Spoofing attack, grayhole 

attack, Detour attack, Falsified route error generation attack and 

Rushing attack. Optimized Link State Routing (OLSR) protocol 

is designed based on optimization of link state protocol and 

performs effectively for large and dense ad- hoc network. 

Different solutions have been proposed for different types of 

attacks, but, these solutions often compromise routing efficiency 

or network overload and generated many false alarms. There are 

several attacks are unhandled in OLSR protocol. So this paper 

handles different types of attacks in OLSR with novel techniques. 

In this paper we handled 3 types of attacks in OLSR named as 

grayhole, wormhole and black hole along with the DOS attack. 

The proposed system generates an effective framework with 

virtual nodes called as Virtual Interaction Framework to detect, 

defend and dispense (3D-OLSR).  

Index Terms – MANET, Node isolation attack, MPR selection, 

OLSR protocol. 

1. INTRODUCTION 

In mobile ad-hoc networks there are several routing protocols 

are proposed. These types of protocols are categorized into two 

types known as proactive and reactive protocols. In this paper, 

we have used OLSR (Optimized Link State Routing), which is 

a proactive protocol. In proactive nature, every node in the 

network maintains a list of routing information.  Although 

OLSR is quite efficient in bandwidth utilization and in path 

calculation, it is vulnerable to various attacks such as Black 

hole attack, node isolation attack, Flooding attack, Wormhole 

attack, Spoofing attack, grayhole attack, Detour attack, 

Falsified route error generation attack and Rushing attacks 

[1][2][3]. 

In this paper we review n number of security attacks such as 

gray hole, black hole, wormhole, and node isolation attack [4] 

and proposes a new 3D (detect, defend and dispense) method 

to thwart those attacks.The proposed framework on OLSR with 

Virtual Interaction Framework (VIF) relies on the internal 

knowledge acquired by each node during routine routing, and 

expansion of virtual nodes. Moreover, VIF utilizes the same 

techniques used by the attack in order to prevent it. The 

overhead of the additional virtual nodes diminishes as network 

size increases, which is consistent with [5]’s general claim that 

OLSR functions best on large networks. 

2. LITERATURE REVIEW 
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MPR S witching 
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attack and 

temporarily 

blacklist 

potential 

attackers 

False alarms exists 

Acknowledgement 

scheme 

Protects the 

network from 

link spoofing, 

wormhole 

attack without 

requiring 

location 

information 

or the full 

topology of 

the network. 

Increases 

PDR 

Communication 

overhead 

a. Black hole attack: 

In OLSR, black hole attack is a malicious node, which uses its 

routing protocol in order to release of false news about the 

routing, these type of nodes sends a fake data, that they are 

having the shortest path to the destination node. This black hole 

node advertises its availability of fresh routes irrespective of 

checking its routing table. In the attacker node will always have 

the availability in replying to the route request and thus 

intercept the data packet and retain it [6]. In protocol based on 

flooding, the reply from attacker node will be received before 

the actual node reply by the requestor node. So based on this, 

the forged route is created. If the route established by the 

attacker, the data either can be transmitted to the unknown 

address or the packets may dropped. 

 

b. Wormhole attack: 

Wormhole attack is another severe attack in MANET, which 

also handled in this paper. In OLSR with the use of two 

malicious nodes the wormhole attack can be performed. 

OLSR is open to wormhole attack, there are several security 

threatens affects OLSR performance. In case of wormhole 

attacks, the attacker node creates a tunnel to transmit the data 

to the unauthorized destination. In such case the nodes may 

send hello and topology control messages to its own neighbors 

for dissemination as false information into the set of contacts. 

So, this will create two isolated nodes to wrongly consider 

themselves as neighbors, and this will lead to failure of OLSR. 

After they form a tunnel between them as shown in FiG:1, 

whenever a malicious node receives packets it tunnels them to 

the other malicious destination and in turn it broadcasts the 

packet to the same. So, the packet is travelling through the 

tunnel it reaches the destination speeder than other route and 

moreover the hop count through this path is going to be less so 

this path is established between the source and the destination 

[6]. When the path is established between the source and the 

destination through wormhole link they can misbehave in many 

ways in the network such as continuously dropping the packets 

or dropping a specific set of packets and analyzing the traffic 

and performing Denial of Service attack ie node isolation 

attacks.  

c. Grayhole attack 

In MANET, the most unpredictable attack is Grayhole attack. 

It will act as legitimate node for some duration and act as a 

malicious node at the rest of the time. The probability of being 

malicious is not easily determined. This increases the 

unpredictable packet loss. 

d. Node isolation attack 

Denial of service attack in OLSR is another critical security 

attack; the node isolation attack is a type of attack, which 

comes under DOS attack. This will be launched by malicious 

node in the network against the OLSR protocol. In such attack 

dishonest node creates forged link information and makes the 

network vulnerable. While sending the hello packets target 

node after receiving fake hello message the target node select 

the attacker node as only its MPR node. Here, the malicious 

node is only available to the legitimate node to communicate 

the destination. The destination node only sends and receive 

message from attacker node in networks. 

3. PROPOSED SYSTEM 

The proposed framework for secure OLSR is named as 3D-

OLSR. The 3D refers the detect, defend and dispense. The 

proposed secure OLSR contains several state of authentication 

process, which is stated below. 
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The first step of the proposed method is that each node will 

only use information available to the node, because the 

proposed work is a decentralized framework. The framework 

actively verifies the HELLO message and its route information 

periodically and checks for the integrity of every HELLO 

message from each hop.  

After every transaction the activity score will be calculated. If 

the node changes the route information, the activity score will 

be reduced. Based on the activity score the path will be 

selected. In case of node isolation attack, virtual node will be 

created and data will be delivered via the virtual node. 

And the second process in utilization of node localization and 

time span option. Using and analyzing the node location 

information’s, the attacker can be detected. And with the help 

of time span the wormhole attack can be detected.   

a. Architecture 

 

Fig: 1.0 Proposed secure OLSR architecture 

The above fig 1.0 represents the overall process of the proposed 

3D architecture. The first step is node initialization and node 

localization, the location details will be frequently updated and 

verified using node mobility.  

Algorithm  

Steps: 

Step: 1 if node not in malicious node list then 

Step 2: Add the HELLO message information in 1-hop 

Step 3: if 1-hop node reply received then 

Step 4: Verify the accuracy adevertised by the  

Step 5: HELLO message sender node 

Step 6: if node is accurate 

Step 7: Select that node is MPR node 

Step 8: else  

Step 9: Move the HELLO message sender to malicious list and 

update activity score 

Step 10: end if  

Step 11: end if  

Step 12: Inform the network about the presence of new 

malicious node 

Step 13: end if 

4. CONCLUSION 

Security is the most challenging issue in mobile ad hoc 

networks in specific in OLSR. This paper reviews the most 

important and vulnerable attacks namely the Blackhole, 

wormhole, Grayhole and node isolation attacks. Hence it 

becomes very important to detect such type of attacks as early 

as possible. Many techniques to mitigate these attacks have 

been provided. Every technique has its own advantages and 

limitations which are also listed in this paper. Further research 

should be carried out to develop the techniques for avoidance 

or detection of such attacks which would have minimum 

limitations. 
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